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olAt 2. o t t he £tsff tonal ttce a; si-, n»ent reads as fcllowst 

n A» a corollas/ to (1) »bow analyse th» ef ftctivymit of ' , , , 

unilateral centrols ir. the light of current U.f. oeonmic defense r<“l **• 

Tho following presentation continues the analysis provided for ioint 1. and 

ic part b.D. In the analysis t 

l.B« Effectiveness cf aid lateral ..... . control* In achievir* basic ..s. 
control object! vest 

(' • • control objective* are discussed under L.i. above). 

1* fcope cf unilateral * controls toward t ovlwt bloc* than are two 
basic aruae of ths.s control* • (a) i tarns for vhieh a validated export 
1.1 cents is required but which arc ttndsr a preemption for approval for 
Soviet bloc destinations and (b) items an-', tac nieal data for which a 
validated export license is required aw! which an under a presuapti a 
for denial for Soviet bloc o etinatlone. Group (a) consists of a very 
larjrs coverage of trading goods - probably 90% or more of the total 
field* Group (b) consists cf lisas unilaterally denied by the u.t . for 
reason* of (1) strategic significance for Soviet bloc In combination 
with judgment t at impact on Jovi t bloc would ba effective, (2) strategic 
significance and judgment of "clear military importance* even though no' 
affective impact on Soviet blec ic cl ear and (3) a bread renje of 
technical data oxeludin* much purs research and published data available 
to general public. 

2* Ef fectlveness of unilateral crntrolc i 

(a) I tame under prasuaptl n of eppreval for lo-viet bloei bote t ha 

c • tr-le and policy should continue at at press* tf arc effective 
because they provide (1) opportunity for qualitative and quanti- 
ty 1 ** review of developments for which constant Invest!* atlcn 
and evaluation cannot be efi actively carried out - thus offering 
opportunity to prevent unintentional major loraae to security, ano 
(*) administrative leeway accoModate* changes in polity toward 
entire Soviet bloc, 0, S8 or individual satellites without open 
chang, e In regulations* Daeur d valuable in terms both security 
and foreign pc lie/ considerations. 

(b) Item* under preemption of denial for Soviet bloc* 

(1) Xteac decard to have effective impact on Soviet elect controls 
have efl active impact end no taeic chon, a nrecssavy* 'Those 
iterae total 3? (V lte«bC on Tao 9 ) j during fj.I • list review In 
1956 they were judged to os of atratc ic significance and i. . 
unilateral control viewed as effective in aporln? adverse 
i:np»t*t on Soviet bloc. Degree of effective unilateral control 
varied but in eadh. instance was jud ; *d to have effective imp* t. 
list review conclusions still UHeally valid. Further InXcewe- 
ti.on «nd analysis could lead tc c?an* eg | normal r/rocednre* exist 
for such review. 

*DOC Exempt Letter In ERU File* 
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Iffectlvcnes* of >:*?-* unilateral c rlrclt or, t l.-!cm»8d ay 

SnU-ISSt tinitlon Matures* Pfoprebleffi 'TorEiSSiT in aoiii cation 
ofu"^ir »e»eur#f "" lake n Toward Fret World countries to prevent, 
on s ease-by-caae basis, frustration of '• *f . control policy so 
IcwRf s adequate provision continue* for conairsrati.cn forelpa 
polio/ and other relevant eem iterations prior to dwelt l ere* 
rtata would oppose e a tr «>•!»• actions* 

bailor is cue exists as to expand ir., application Treasury *s 
transaction controls. ' ' Isfenae '#»*» Cownereo vlaw is to expand 
'Cranaacticn controls on ttlecilve nasi* wh-re can W used 
effectively to inerexMi iupact on Soviet doc and would not 
have serious demonstrable adverse impact < u relations with 
friendly government#* froaemy would agree tc «* tension of 
control# V ere they would fieatmt trebly be affective but only 
if »uch action would not be harmful to present controls and 
would not produce foreign relatione reactions of a hamful 
nature* It believes that catena : on of tram-action controls - 
over teem leal date vtulcrfm ineffective and' tWl desired"”' '*■■ 

results eculd ce better achieved under jl, ort Control nebula-* 
tlona* It believes that the burden of proof ragerding 
tension of Irene -sctl « control* lint with the proponents of 
this proposal* State repartiaant opposes any expansion of 
transaction controls ' on" be tie ' any eucK expansion would bo 
*• armful to foreign relations, (‘aa Tab 10 for fuller 
state ©nt on i 4 sue. } 

(2) It#’,s not deemed to >eve effective adverse Impact n Soviet 
bloc* "' UWse controls should be continued even though have no 
effective impact cm bloc* >jt t f the recent list revive ce.re 
life such Items* cat cf theta items ossoss “clear -all 1 lary 
importance" and approval on each » «d- would (era trade control 
program and L. . posture in Free World on cold war* Mo real 
basis for antt-fru trail on m*>aaur»e »xl»t In V la connection* 

(«) Tac?mleal data subject to proson$ tion -'or denial for Soviet bloct 
meet technical data ere subject io a denial policy. ffsv tlver.ee s 
of currant denial policy on proprietary technics- data and aervicea 
varies widely depending on w technical dst* involved am t->« v, f .* 
of li«- . controls oeing applied* Current policy provider for an 
area of approval of technical cate to t e ula out doe® not {.pell 
out what tbie area is. wetoal practice roe defined tils ^rmn as 
chitting of technical data -<©t relate,, to co-wacditie* subject to 
a denial policy* T.hie takes no cognisance of such issues as Soviet 
aconite pens tratlon nr broad expansion of toe Soviet industrial base. 

fh# Department of State and the axe control certain technical data 
relevant to their fields* 

Te c hnic al data, a n which denial policy can have effective adverse 
Impact " o n lev let slec i the to* or -.feu* 3f effective l •». ac t- He to 

s-‘«e diej nee in Indus-trial ret c arch field.® o.ut ,-ri .-.ri.ty in tr« traae* 
lation l a tore toi^' and pilot r.lant development « into practical anrirterinp 

"■? riant and process operation for econo ic high volume production. 

L Hfidul 
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Th* l»pjct on th* Soviet bloc derive* largely ir the high coat* 1 in 
investment of U*a, advancer eklllc in *««e of which th* Bloc 1* 
lacking and in facilities of which *r* t'?r, costly and must 
be specially ret l ft aed. Tne aval '.ability cf each technical data 
could net only speed up jerformane# un.er Soviet bloc production 
plane but coulc also permit major changes therein! indirectly, each 
denial alee t*»d« to llr.lt the field* whieh the Soviet bloc sight 
otherwise be able to utilise In later e concede pen® ire U n and 
market disruption effort*. 

r f ectlveaeaa of Wc-iaical data centre! teca truest Current, v . £ • 
technical data controls. c om ial of a muni ?. Vay" cor Tirol over direct 
or indirect export* tc t * Soviet bloi and a voluntary ay* tern ever 
auch export t free »orld countries to prevent c.lpmeni to . ovist 
bloc through third countries, torn extent to whlco th* possible 
effectiveness described In th* preceding. paragraph txr, be thieved 
depend# on the effectiveness of there control tec iniques. The 
K» n<la 'ory control over direct shipment to al ee is reasonably effective 
bit eoutd j rooably ’sTUprwid % wider publicity. Ti-e manda tory 
license requirement for indirect export to . ovl& t hire via tUrd 
countries ‘ is auei^leaa^'^ecilve. ^i't^' 1I~ generally " * n »7feciVve 
where projoacd ani'pa*.nt« a <? as large • r striking, ir character ’.ret 
the proposed abipaont and enough of ita details ar» br ht V*. light 
fairly early. Good example* are several of the ehaadcal plant 
tec >nol©gy ce e* now under review, in other Instances, however, the 
care* say -,oi be brought to 1 1* ht, foreign firm® .may not elderly know 
their responsibilities .J»d*r . . regulations, • technical data 
involvement nay be initially unclear, and, in any cate, they say 
export equipment and material* from whldh c. . tec -oology la 
extractable and not he in violation of present regulations. This 
voluntary syste^ vt Intended to help remedy thee* defect*, it he 
Eeen'heipful iet"re«a' < ns' Saaeasquater "vXllis it 1 can and should be 
s trwng thoned by wider publicity and consultation with i ndus try , It 
cannot be relied on in the »or* *i«. nifirant areas. Since the ay. ter- 
is voluntary, not all firms will consult before acting and technical 
data and services may u# exported «no long tens contract* -,ade 
without the control officials ever ue-r, sw.^r# f let so that 
qucfcUonaule ca.ea c ulo be examined stk pueeauti nary actitn taken to 
insure mu tinued denial to the Bloc. Even where cases are &rr«*ht 
to attention of control official: the resulting advice need not be 
followed. The beet assurance A elective control is a #*nd*te>ry licence 
requirement for export* of 1 important tec ni cal data t. Free wurld 
coon triaa • ilaadatory controls toward Free World country & have been 
under examination and ini*r«*rency ' advi'e#' n Coxae roe proreeele* T e 
'SeTng '”eou^£t' r in the ' A CtF 1- stfucT»dre« ' ftt Seat’ tK# application of ruch 
aanciai'Sry' control! wiiT'"!:-* 'over Important but relatively narrow fie lbs. 
Therefore, the effectiveness .f the control technique# ca tit# rets* to! ig 
technical data will require improvement in the application if current 
techniques. 
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Technical data or. which danial polic y fa^e X»ae clear advert* lapsct 
en Soviet” bloc » controia' are af fective In »;wu* arias sTd Ineffective 
ir. ether*. TmTtrol should bo Maintained but extent of denial r' 1 - *<?«v 
ehculc reviewed. In ©any Industrial areas effective control 
tor r.lquoa can ©l»ar..y Japcee an effective uni lateral impact or tve 
Soviet bloc with the iepoalUo* of significant additional e«ti« 

Bare denial policy ahould da continued. To oth r aress the sign! fi- 
nance of the technical data now under control may bo unclear In tone of 
impact m the Soviet bice. !%re controls choold m continued to perwlt 
preventive action where important data it uncovered but t lc dew tful 
If current denial policy need bo continued over ant ' re area ©I nca > ; ' 
smny of ttfeN araaa there Is cl-ar availability fro m other kr-ha *ox-l 6 
sources and denial my have no affective impact on Soviet bloc. 

The relationship of Treasury .ranaectlo* Control r- to technical sta 
cor.tr ola ie discussed In Tab 10. 


tfotc on Diversions 'w la tire to Soviet Bloc *e»dt 

Kvan the limited cnforceeent and Investigation facilities present:., available 
have uncover d hundreds of vldlatloaa of . . controlled good* each year w Left 
include msec roue diversions to ttu Soviet bloc, bach year the cat e for invest!- 
gallon hava been chosen on an iocraasingly selective basic ana the nueber of 
divert ion case* to the Soviet bloc baa been increasing. Cf the 11$ current 
inve; Ugation caeca about y>i involve actual or att* pted transshlpnrnt* to the 
Soviet bloc. 


ihe principal area r cf current divert io» af forte appear to cover electronic 
testing and waauri v enuipaent* rerearch laboratory equipment, electronic com- 
ponents, and boron *at«ritl». 


the 
■> 


Embargoed boron «aterlals» for eaten the 1'.-. i* 
provide * pood example of divert ionary activity. Since 1955 
seal* invefcti ationt have been conducted on Illegal dlvsr* 
Thea-.: sttewpta leva Involved all r f the usual diversionary 
rentes with new routes be! nr constantly cevis-i as earlier 
dlv " • aion* hava been prevented! others have snecsedcd. m 
lit - foreign) have lost their sapor ting privileges because 
other car's are new under coe pi lance r.roeeedin* a involve 7 
countries. 


principal world supplier 
more than Y> full 
one o f: ix-ru' material- • 
techniques and trading 
cn«# ars blocked! £««*» 
far 17 firws (J • ' • *$ 
of th-jjc div*ra l onai 


other par ti* ■ 
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